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ICORAL BEACH PRIMARY E.CHOOL-

HMPH! THAT SARAH
THINKS SHE'S 50 POPULAR?
I DON'T THINK 50!

WELL DONE, 5ARAH!
YOU HAVE TOPPED
THE CLASS AGAIN,

GRRR... 5HE'S THE
TEACHER'S PET TOO.

WHO DOES SHE
THINK SHE 157

LATER THAT DAY,

ERVIN HAD AN IDEA PicChaGram

| ) [Followers| 289
Fosts| 176

PATE OF BIRTH: OT7/10/2006
SCHoOL: CORAL BEACH PRI
CONTACT: 58635788

EMAIL: SARAH_MESMILEMAIL
LomMes

APDRESS: BLKST, SMILE &T,
#09-usT

WOW, SARAH POSTED
£0 MUCH INFORMATION
ABOUT HERSELF ON
PICCHAGRAM. T'LL USE IT
TO CREATE A FAKE ACCOUNT | 2 |

AND SAY BAD THINGS
ABOUT HER FRIENDS. | I







AIDEM

ARTIFICIAL
INTELLIGENCE
DEFENSE

I'M FAMISHED! BOY,
DEFENDING CYBERSFPACE
SURE |15 TOUGH WORIK!

WELL, T JUST HOPE "‘
PEOPLE START
PRACTISING SAFE

I WONDER WHY THERE HAS
BEEN A SPIKE IN THE NUMBER
OF CYBER CASES RECENTLY...

SECURITY
BREACH

ONLINE HABITS. T GUESS
WE ARE DONE FOR THE
DAY7? WANT ONE?

LOOKS LIKE THERE'S
NO TIME FOR A BREAIK.
LET'S GET GOING.
WHAT'S THE
SITUATION?




SECURITY
BREACH
IN SECTOR

INSIDE THE CYBER
WORLD? WOW! WE'VE
NEVER HAD A BREACH

THERE BEFORE.

DO YOU THINK WE'LL
BE BACK IN TIME FOR
DINNER? I'M NOT SURE
WHAT KIND OF FOOD
THEY S£ERVE IN THE
CYBER WORLD.

I'M NOT SURE EITHER,
BUT ONE THING'S FOR
SURE - T'LL MAKE SURE
JUSTICE |15 SERVED!







INSIDE THE CYBER WORLD...

HUH? WHERE AM I7
WHAT'S HAPPENING?T

"
b’::
WHY ARE THEY '
UPSET? AND T'M SYNTHIA.
DID YOU CREATE

', A FAKE ACCOUNT OF

. : _ SARAH AND POST

WE HAD A HARD TIME \ 4 K MEAN COMMENTS ABOUT
LOOKING FOR YOU, /BB HER CLASSMATES?
ERVIN! T'M CRYPTO. g

YES, BUT... PEOPLE DON'T
TAKE ONLINE COMMENTS
SERIOUSLY, RIGHT?




YOU MAY NOT BE ABLE TO
SEE THEIR REACTIONS THROUGH
A &CREEN, BUT YOUR ACTIONS
HAVE AFFECTED THEM. WHAT
YOU &£AY AND DO ONLINE
CAN HURT PEOPLE'S
FEELINGS!

YOU SHOULD ALWAYS
THINIK BEFORE POSTING -
ARE MY PO&TS: TRUE,
HELPFUL, INSPIRING,
NECELSSARY, KIND?

HUH? I DIDN'T
KNOW THAT
IT WOULD UPSET
MY CLASSMATES 50
MUCH... I'M &0 £0RRY!
NOW THAT I KNOW
MY ACTIONS ARE
WRONG, HOW DO I GO
BACK TO THE
REAL WORLD
TO MAKE

IT'S EASY TO GET
SUCKED INTO THIS
CYBER WORLD, BUT IT'S
NOT &0 EASY TO i
GET OUT.




THE ONLY WAY YOU CAN N
GET BACK TO THE REAL
WORLD |& TO HELP OTHER
KIDS IN THIS WORLD BE

CYBRER &AFE
N |

A PHISHING LINK AND GAVE ~ ALWAYS TAKE TIME TO £TUDY
AND PERAONAL. DATA! WEBSITES BY HAVING ADDITIONAL
LETTERS OR WORDS,

&TOP! YOU &HOULD
= NOT OVER SHARE YOUR
[ PERSONAL INFORMATION ONLINE.
THAT INCLUDES YOUR &CHOOL
AND HOME DETAILS,
\ MOBILE PHONE NUMBER AND

T

PHOTOS!"

. YOU COULD UNINTENTIONALLY
LEAD STRANGERS TO YOU
AND PUT YOUR SAFETY AT RIsK!




DON'T PROCEED
ANY FURTHER!

THE APPS YOU DOWNLOAD
FROM UNOFFICIAL WEBSITES
MAY CONTAIN MALWARE! 50

ALWAYS DOWNLOAD APPS FROM
THE OFFICIAL WEBSITES AND
APP STORES!

| BACK IN THE REAL WORL-D...|

L °
o

|/ NOW THAT YOU'VE
HELPED OTHER KIDS
IN THE CYBER WORLD
LEARN TO BE CYBER
&AFE, THERE'S ONE

UMM... T
£HOULD APOLOGISE
TO SARAH?

MORE THING LEFT /] TO BE ME? T 4HOULDN'T g
TO DO. , l r HAVE POSTED 40 MUCH OF MY
— _ . PERSONAL INFORMATION ONLINE.

ALL MY FRIENDS HATE
ME NOw!

T'M SORRY, SARAH, IT WAS ME. T
WILL ADMIT MY MISTAKES TO YOUR
FRIENDS AND DELETE THE FAKE (P) ricchaGram

ACCOUNT IMMEDIATELY!
T WON'T DO IT AGAIN.

DELETE |
THIS ACCOUNT?

—

HOW COULD YOU DO THIS =]
TO ME? BUT THANK YOU

\FOR TELLING ME AND ADMITTING
TO YOUR MISTAKE.




A FEW WEEKS LATER...

)~ DO NOT CONNECT
TO UNSECURED WI-FI

ANTI-VIRUS SOFTWARE : NETWOFLILE-C; T:E:g, can JP ] |
ON YOUR COMPUTERS, BE DANGEROUS. AND ONLY

LAPTOP AND MOBILE d B [\ T " DOWNLOAD APPS
DEVICES. FROM OFFICIAL APP,

&TORES.

ALWAYS INSTALL

LOOK! YOUR
YOUNG PROTEGE!

I'M GLAD THAT HE |1&
PUTTING THE LESSONS

HE LEARNT TO GOOPD U&E!

TIME FOR SUPPERT

THOUGHT YOoU'D
NEVER A&K!




Can you differentiate the DOs and DON'Ts online?
For each scenario, circle the correct action and cross out the wrong actions.

1) Someone uploaded an online post about you
that is mean and untrue. What should you do?

Rant online about the person.

J

||

Report the comment to the site
administrator.

TS

Harass the person until the post
is taken down.

Retaliate by writing mean comments
on the person’s post.

2) You want to download the latest game app that all your
friends are using. You come across a third-party website that
offers downloads of the game app. What do you do?

A

Download it only if it is free.

B
Download it as the third-party website

should be authorised by the official
website to host the app download link.

Close the website as we should only
download apps from official app stores.

Get a friend to download it instead to
ensure it is a safe link.




2T

Have yo,, &1

Can you spot what's wrong with this email? Circle them.

‘ | https://www.electronicmail.com/sheila_leong/inbox

From: Mail Customer Support <www.suppOrt@watch.electronicmail.nenet>
To: Sheila Leong <sheila_leong@electronicmail.com>
Subject: URGENT: Your account has been deactivated

Dear User

This email is to inform you that your account has been deactivated due to suspicious
activity. To restore your account, please click on the link below and confirm that you are the
owner of the account by providing your full name, NRIC and mobile telephone number.
The link will expire in 24 hours.

If you do not confirm your identity within 24 hours, your account will be terminated
permanently.

Sincerely,
Mail Customer Support
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