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KAMAL'S HOUSE

—
I~

/ EVERYONE (& PLAYING
SUGAR CRUSH Now!
T'LL NEED TO GET IN ON
THE GAME!

WHAT?
IT'S NOT A FREE GAME?
HMM...

THERE MUST BE A WHO CARES? T
FREE VERSION CAN DOWNLOAD IT
SOMEWHERE... FOR FREE NOW!

'\\ﬂ\

FOUND IT! ‘,

THAT MUST BE
ASHER. JUST IN
TIME!

GRR... THIS WEBSITE HAS &0
MANY ADVERTISEMENTS! AND
THE ICON LOOKS DIFFERENT.




HEY ASHER! ARE YOU
READY FOR...

SUGAR CRUSH?!I?!

NO waY!
YyOU MANAGED TO
DOWNLOAD IT? )

EVEN BETTER! FOR FREEI )

WOW! T WANT IT TOO!
SEND ME THE LINK TO
DOWNLOAD!

ALRIGHT! NOW WE
DOWNLOADING CAN CHALLENGE
I EACH OTHER

HERE! LET ME
INSTALL IT FOR YOU.
WHAT'S YOUR LOCK

>
SCREEN PASSCODE? ANYTIME, ANYWHERE!

WOOHOO!
THANKS TO
YOUR FREE
APP!

YOU KNOW (T!
IT' MY >

BIRTHDAY!
DUH!

— DOESN'T YOUR

COMPUTER HAVE SOME
ANTI-VIRUS THING TO
&CAN DEVICES THAT YoUu

%

WOOHOO! WE MAKE THE
PERFECT TEAM!
=\

ONE GOOD DEED
DESERVES
ANOTHER! HERE ARE
SOME EXTRA NOTES
FROM YESTERDAY'S

WHO NEEDS THAT? IT
MAKES THINGS 50000
SLO0OOO0OO0W...




CYBERDOME HQ

OOKS LIKE THE
A‘IL'TACKQ & COMING |~ HAVEN'T YOU HEARD, THERE ARE TONS OF
FROM DIFFERENT S5CAMMERS OUT THERE THESE DAYS. YOU

PARTS OF THE CAN NEVER BE TOO SURE.

C'MON &YNTHIA,
READY TO DEFEND
CYBER &PACET?







&TOP COMPLAINING!
WE GOT IT FOR FREE

KAMAL'S HOUSE

FINALLY! IT TOOK $000
LOOOONG TO DOWNLOAD
AND INSTALL!

ALRIGHT! ENOUGH
CHAT! GET READY
TO BE CRUSHED!

LOOKS LIKE THEY WANT ACCESS
TO OUR PHOTOS, CONTACTS,
NOTES AND BROWSING DATA ON

OUR PHONES!

wan

cOm

WHAT?! WE'VE oK
WASTED ENOUGH

TIME! WHAT'S THIS?

JUST GIVE IT TO
THEM AND GET ON
WITH OUR GAME!

YEAH, LET'S TUST
ACCEPT EVERYTHING...

N




AND I'M SYNTHIA.
WE'RE GUARDIANS OF THE
CYBER WORLD.

JUST A MINUTE GUYS!
IM CRYPTO.

WHAT?
WHY? DID WE DO
ANYTHING WRONG?

AIDEM, HAS THIS PHONE
BEEN COMPROMISED?

’ FIRST, YOU DOWNLOADED A
GAME FROM AN UNOFFICIAL

N SITE. YOU SHOULD ONLY
DOWNLOAD APPS FROM THE
OFFICIAL STORES.

AND ASHER, YOU SHOULD &4ET
STRONG PASSWORDS FOR YOUR
PHONE'S HOME SCREEN! YOUR
BIRTHDATE AS A PASSWORD 1S TOO
EASY TO GUESS. ALWAYS SET
STRONG PASSWORDS FOR ALL YOUR
ACCOUNTS AND DEVICES.




YOU ALMOST ACCEPTED THE

APP'S REQUEST TO ACCESS ALL
THE INFORMATION ON YOUR [
PHONES!

0

YOUR PERSONAL DATA, PHOTOS
AND VIDEOS COULD HAVE BEEN
POSTED ONLINE OR EVEN 40LD
TO FRAUDULENT PARTIES!

N

AND KAMAL, YOU DIDN'T HAVE
ANY ANTI-VIRUS INSTALLED
ON BOTH YOUR LAPTOP AND
MOBILE PHONE! THAT'S AS
DANGEROUS AS LEAVING
YOUR FRONT DOOR OPEN!

ASHER, I'M PRETTY SURE

YOUR U%B DRIVE |5 NOW

INFECTED WITH VIRUSES SINCE
IT WAS PLUGGED INTO KAMAL'S
LAPTOP.

AND T'LL HAVE TO
DO A THOROUGH
&CAN OF MY Use
DRIVE!

T'LL INSTALL
AN ANTI-VIRUS
Now!

WE WILL BE CAREFUL WHEN SHARING OUR
PERSONAL INFORMATION LIKE BIRTHDATES,

ADDRESSES, PHONE NUMBERS AND PHOTOS
ONLINE.

TO BE CONTINUED ...




CRYPTOGRAPHY

A STRONG PASSWORD
CONSISTS OF...

Use the letters assigned to the numbers
to find out what you should include to
create a strong password! 0 Q
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Scenario 2
Nicole’s parents notice that she has been using a
mobile phone app called “Find a Friend Nearby”,
where users can chat with other online users
nearby. Nicole’s parents note that she has been
chatting frequently with another user, Ash49,
on the app, and sharing information such as
home address and school details. Furthermore,
the app has access to her location and does not
have a data protection policy in place.

Discussion pointers for parents

- What types of information would be considered as
“too personal” and should not be openly shared
with online parties?

- How can you find out if a mobile phone app has a
data protection policy?

- Why is it important to ensure that the apps you
use have a data protection policy?

https://www.pdpc.gov.sg/resources/for-individuals
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