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Joint Media Release

REGISTERING PREPAID SIM CARDS WITHOUT CUSTOMERS’
CONSENT - PHONE RETAILER FINED BY PDPC AND
POLICE CONDUCTING FURTHER INVESTIGATIONS

Singapore — 10 March 2022: The Personal Data Protection Commission (“PDPC”) has
imposed a financial penalty of $21,000 on Neo Yong Xiang (“Neo”), the sole proprietor of
mobile phone retailer Yoshi Mobile. Neo had used customers’ details to register pre-paid SIM
Cards and resold them, all without their consent. This is the first case under the Personal Data
Protection Act (“PDPA”) involving egregious misuse of individuals’ personal data to activate
and re-sell SIM cards for financial benefit.

Investigations into Yoshi Mobile for suspected breach of Personal Data Protection Act

and Computer Misuse Act

While investigating into complaints concerning mobile text messages advertising the sale or
rental of property sent to complainants who had registered their numbers with the Do Not Call
(“DNC”) registry, the PDPC discovered that a significant number of messages were sent from

SIM cards registered through Yoshi Mobile.

As a retailer of telco SIM cards, Neo had access to customer data. He used customer data to
register additional prepaid SIM cards his customers did not request for. He then sold them to
anonymous buyers who intended to use them send text messages. PDPC concluded its
investigations and found Neo, trading as Yoshi Mobile, in breach of the PDPA.

The Police also conducted parallel investigations into possible cheating related offences, as
Neo was also suspected to have abused the computer systems holding the customers’

personal data in the commission of the offences.
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Having concluded their investigations, the Police will be charging Neo in court on 11 March
2022 with two counts of Cheating punishable under Section 4(3) read with Section 11A of the
Computer Misuse Act read with Section 417 of the Penal Code in relation to his alleged misuse
of the computer systems. The offence of cheating under Section 417 of the Penal Code carries
an imprisonment of up to 3 years, or a fine, or both. The offence of accessing a computer with
intent to commit or facilitate commission of offence under Section 4(3) of the Computer Misuse

Act is punishable with imprisonment of up to 10 years, a fine of up to $50,000, or both.

Additional details of the case may be found in PDPC’s Grounds of Decision

https://www.pdpc.gov.sg/all-commissions-decisions/2022/03/breach-of-the-consent-and-

purpose-limitation-obligations-by-neo-yong-xiang-trading-as-yoshi-mobile

The PDPC and the Police take a serious view on the misuse of data and will not hesitate to
take firm enforcement action.
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About Personal Data Protection Commission (PDPC)

The PDPC administers the Personal Data Protection Act 2012 (PDPA) in Singapore, which aims to
safeguard individuals’ personal data against misuse and promote proper management of personal data
in organisations. The PDPA enhances Singapore’s competitiveness and strengthens our position as a
trusted business hub, among the leading jurisdictions in data protection. For more information, please
visit www.pdpc.gov.sg.
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