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FEEDBACK ON EXCEPTIONS TO CONSENT 

 

The focus of this feedback is on how, in the opinion of the writer, some of the existing 

exceptions to the obligation of obtaining consent for the collection, use and disclosure of 

personal data as provided in the Second, Third and Fourth Schedules of the Personal Data 

Protection Act (‘Act’) can be adjusted, amended or clarified to serve their purposes better. 

(A) To seek adjustment and clarification on the scope of the following group of exceptions:- 
  

1. Section 17(1) & Second Schedule – Collection of personal data without consent 
 

       “ An organisation may collect personal data about an individual without the consent of 

the individual in any of the following circumstances:  

    (c) the personal data is publicly available; ” 

 

2. Section 17(2) & Third Schedule – Use of personal data without consent 
 

 “ An organisation may use personal data about an individual without the consent of the 

individual  in any of the following circumstances:  

         (c) the personal data is publicly available; ” 

 

3. Section 17(3) & Fourth Schedule – Disclosure of personal data without consent 
 

 “ An organisation may disclose personal data about an individual without the consent of 

the individual in any of the following circumstances:  

   (d) the personal data is publicly available; ” 

 

      (emphasis added) 
 

 

The clarification sought for this group of exceptions is best explained and illustrated by 

the scenario in Picture A below where a private event was held in an unenclosed part of 

a restaurant that was open to the public. 
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                                                                          Picture A 
 

 
 

The question raised in Picture A is whether the image of Steve Job can be considered to be 

publicly available under the Act so that the owner of the restaurant can collect, use and disclose 

it without seeking his consent. 

 

Section 2 of the Act has defined the term as:-  
 

“publicly available”, in relation to personal data about an individual, means personal data 

that is generally available to the public, and includes personal data which can be observed 

by reasonably expected means at a location or an event — 

(a) at which the individual appears; and 

(b) that is open to the public. 
 

 

(emphasis added) 
 

 

Based on the above definition, whether the image of Steve Job can be considered to be publicly 

available would depend on whether the word ‘location’ in the definition refers to the 

unenclosed space where the private event was held, in which case the location can arguably 

be said not to be open to the public, or the restaurant itself, in which case the location was 

open to the public. It is to be noted here that the definition only requires one factor, either the 

event or the location to be open to the public to make the personal data publicly available. 

The clarification sought here is whether the word ‘location’ in the definition of the term 

‘publicly available’ refers to the spot where a particular individual is or the whole and bigger 

place of which the spot forms a small part.  
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The word ‘location’, as can be gathered from the examples given by Oxford Dictionary, as 

shown in Picture B below, seem to refer to a complete area such as a building or a country, 

rather than a spot or an area within a unit space such as a restaurant. 

                                

                                                                    Picture B 
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Based on the above analysis, it appears that Steve Job in Picture A was at a location, namely, 

the restaurant, which was open to the public, and hence, his image could be considered to be 

publicly available despite the fact that the event that he was attending was not open to the 

public. 

 

In the writer’s view, to hold otherwise that the word ‘location’ in the definition of the term 

‘publicly available’ refers to the unenclosed space where the private event was held and not 

the restaurant itself, would lead to the challenge that a single table space at a restaurant where 

2 individuals are seated could then be considered to be at a location that is not open to the 

public. Hence, one can imagine how this extended meaning of ‘location’ can be used to argue 

that any tiny area and space within a larger place can be said to be private and is not open to 

the public. 

 

The clarification of this group of exceptions revolving around the term ‘publicly available’ 

will be helpful and useful as almost every one of us very often is invited to attend private 

events like a relative’s wedding that is held in a function room of a hotel and before entering 

it, would be in the open space outside it for cocktail drinks. We would therefore like to know 

whether our faces at such private events are publicly available for photographers to take 

without our consent. 

 

 

(B)  To seek adjustment and clarification on the scope of the following exception:- 
 

4. Section 17(1) & Second Schedule – Collection of personal data without consent 
 

       “ An organisation may collect personal data about an individual without the consent of 

the individual in any of the following circumstances:  

    (m) the personal data was provided to the organisation by another 

individual to enable the organisation to provide a service for the 

personal or domestic purposes of that other individual” 

             (emphasis added) 
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The reason for seeking clarification and adjustment to this exception is again best 

explained and illustrated by the situation described in Picture C below. 

 

                                                     Picture C 
 

  
 

                                                     

In the above situation, a travel agency is given personal data of several individuals by 

another individual so that air tickets and hotels rooms can be arranged for all of them. 

This is a situation that is commonly encountered by travel and other service agencies, 

hence, the reason for this feedback.  

 

Based strictly on the wording of this exception, by virtue of the phrase, ‘that other 

individual’, the exception only allows the travel agency to collect the personal data of 

all the individuals, namely, Seng’s daughters, brother and his staff, without their consent, 

only with regard to services for Seng, as he is ‘that other individual’, but not for services 

for any of the other individuals. For that, the agency has to secure their separate consent, 

even just to collect their personal particulars.  

 

The writer feels that this is rather restrictive and asks whether this restriction is 

necessary.  There is no conceivable reason why this exception cannot be extended to the 

services to be rendered to the other individuals. Such an extension will then do away 

with the need for Seng to produce consent letters from the other individuals to enable 
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the agency to collect the latter’s personal particulars. Such a useful extension of the 

application of this exception can easily be done by replacing the existing phrase ‘that 

other individual’ with ‘the individual or that other individual’. In fact, such an 

extension is done and can be seen in another exception to collect personal data, namely, 

Section 17(1), Second Schedule, (b), which states, “the collection is necessary to 

respond to an emergency that threatens the life, health or safety of the individual or 

another individual;” 

 

(C) To seek adjustment and clarification on the scope of the following group of exceptions:- 

 

       5.  Section 17(1) & Second Schedule – Collection of personal data without consent  

          “An organisation may collect personal data about an individual without the consent of the 

individual in any of the following circumstances:  

   (b) the collection is necessary to respond to an emergency that threatens 

the life, health or safety of the individual or another individual;” 

 

       6.  Section 17(2) & Third Schedule – Use of personal data without consent  

    “An organisation may use personal data about an individual without the consent of the 

individual in any of the following circumstances:  

    (b) the use is necessary to respond to an emergency that threatens the 

life, health or safety of the individual or another individual;” 

 

         7.  Section 17(3)  &  Fourth Schedule – Disclosure of personal data without consent  

       “An organisation may disclose personal data about an individual without the consent of 

the individual in any of the following circumstances:  

    (b) the disclosure is necessary to respond to an emergency that threatens 

the life, health or safety of the individual or another individual;” 

 

Emergency 

All the exceptions mentioned above require an emergency to trigger their application. The 

writer had been asked by several Data Protection Officers whether these exceptions are 

applicable if an emergency arguably has not occurred yet as in the scenario described in 

Picture D below. 
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                                                                    Picture D  

 

 

 

The argument put forward by the Data Protection Officers was that until the penicillin 

shot was given and a bad allergic reaction had occurred, there was yet to be an emergency.  

 

The writer is of the view that this exception can be said to have been designed to include 

the prevention of emergency and situations close to or leading to an emergency. If indeed 

this is the wider purpose of this exception, then perhaps, doubts can be erased by 

amending the relevant clauses to read as ‘the collection (use, disclosure) is necessary to 

respond to an emergency or emerging emergency that threatens the life, health or safety 

of the individual or another individual;”  

 

Necessary 
 

Next, these exceptions, as well as various other exceptions in the Second, Third and 

Fourth Schedules, require the collection, use and disclosure to be ‘necessary’ for the 

matters stated in the respective exceptions. In the aforesaid group of exceptions, the stated 

requisite necessity is ‘to respond to an emergency’.  
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The writer is of the view that perhaps the requisite triggering condition can be loosen a 

bit so as to allow the exceptions to apply when the collection, use or disclosure is 

‘required’ rather than only when they are ‘necessary’ for the respective matters 

mentioned. For this, the writer proposes for the aforesaid group of exceptions to be 

amended to read as: ‘the collection (use, disclosure) is required to respond to an 

emergency or emerging emergency’. 

 

This amendment is sought for a practical reason. It is quite difficult for an ordinary staff 

to determine what is necessary in a medical situation, Similarly, it is equally quite difficult 

for a non-legally trained staff to determine whether the collection of certain personal data 

is necessary for an investigation or proceedings for purpose of the exception in Second 

Schedule para (c), or that the collection of certain personal data is necessary in the national 

interest for the purpose of the exception in Second Schedule para (d).  

 

 

 

CONCLUSION 

                 
FEEDBACK ON EXCEPTIONS TO CONSENT 

 

The writer would therefore like to conclude as follows: 

 

1. Clarification is sought here on whether the word ‘location’ in the definition of 

‘publicly available’ refers to a spot such as an unenclosed space of a restaurant or 

the whole restaurant itself, for purpose of the exceptions of paragraphs (c) of the 

Second and Third Schedules of the Act, and paragraph (d) of the Fourth Schedule 

of the Act. 

 

2. Request is made for the consideration of amending the exception in paragraph (m) 

of the Second Schedule of the Act to read as “the personal data was provided to the 

organisation by another individual to enable the organisation to provide a service 

for the personal or domestic purposes of the individual or that other individual;” 

with the words underlined added. 

 

3. Request is made for the consideration of amending the exceptions in paragraph (b) 

of the Second, Third and Fourth Schedules of the Act by substituting the word 
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‘necessary’ with the word ‘required’, and adding the underlined words ‘or 

emerging emergency’, as shown here below:-  

 

 

Second Schedule 
 

          “An organisation may collect personal data about an individual without the consent of 

the individual in any of the following circumstances:  

   (b) the collection is required to respond to an emergency or emerging 

emergency that threatens the life, health or safety of the individual 

or another individual;” 

 

Third Schedule 

          “An organisation may use personal data about an individual without the consent of the 

individual in any of the following circumstances:  

   (b) the use is required to respond to an emergency or emerging 

emergency that threatens the life, health or safety of the individual 

or another individual;” 

 

Fourth Schedule 

          “An organisation may disclose personal data about an individual without the consent 

of the individual in any of the following circumstances:  

   (b) the disclosure is required to respond to an emergency or emerging 

emergency that threatens the life, health or safety of the individual 

or another individual;” 
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