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This paper is prepared in response to the consultation docudetet 5 February 2013 and represents M1's views on the
subject matter. Unless otherwise noted, M1 makes no repatis@ or warranty, expressed or implied, as to the acgura
of the information and data contained in this paper nostligbility of the said information or data for any paric
purpose otherwise than as stated above. M1 or any petgiated with this paper or its content assumes nditlafair

any loss or damage resulting from the use or misuse ofndoryriation contained herein or any errors or omissions and
shall not be held responsible for the validity of the infofamatontained in any reference noted herein nor the mistis
information nor any adverse effects from use of anydtai@terials presented herein or the reliance thereon.



1.1

1.2.

2.1.
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2.3.

INTRODUCTION

M1 Limited (“M1”) refers to the Personal Data Prctten Commission (“PDPC”) consultation
documents dated 5 February 2013:-

i. Proposed Regulations on Data Protection in Singapor
ii.  Proposed Advisory Guidelines on Key Concepts inRleesonal Data Protection Act
(“PDPA”); and
iii.  Proposed Advisory Guidelines on the Personal DadteBtion Act on Selected Topics,
(“Consultation Papers”).

As a leading integrated provider of info-communima$ services in Singapore, M1 welcome
this opportunity to submit our views and commemsPDPC for its consideration on the
Consultation Papers.

GENERAL

M1 is licensed by the Info-communications Developtm&uthority of Singapore (“IDA”) for
the provision of info-communications service in @ipore, and regulated under the
Telecommunications Act and its related subsidiagidlation. Upon review of the PDPA and
the Consultation Papers, we note that there renmmionsistencies between the PDPA and
existing regulations in the info-communicationsustty which have yet to be addressed.

In addition, we believe that the provisions under PDPA still remain subjective and open to
individuals’ interpretation. For example, how PDRigfine “reasonableness” and how
organisations are expected to assess whether a befaw 18 years of age but above 14 years
of age understands the nature of the right of p@merthe consequences of exercising the right
of power. We would request that PDPC’s positionskey concepts be laid down clearly to
guide organisations in their implementation and pliamce. Such policy guidance should take
into account commercial considerations and operatifeasibilities.

As an info-communications service provider, addisibsector-specific guidance will be helpful
to facilitate industry compliance. It would also beneficial if the PDPC could lay down the
guidelines on the principles that PDPC will genlgraldopt when assessing cases of non-
compliance.
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3.

SPECIFIC COMMENTS

3.1. Proposed Advisory Guidelines on Key Concepts (“®Glimks”)

No. Section/Description M1 Comment
1. | Section 4(6) of the PDPA provides thainder the Telecom Competition Code ("Code"), omesatan
the provision of other written law shaldisclose end user information (EUSI) in certairuaions
prevail over the Data Protectigrwithout the customer's consent. In the event thiégets
Provisions to the extent that the Dateonflict with the obligations under the PDPA, pleaonfirm
Protection Provision is inconsistent witlthat operators may continue to exercise such righter the|
the provision of the other written law. | Code, notwithstanding the PDPA.
Please confirm that under section 4(6)(a) of the®?RDthe
Code and other regulatory directives will supersibgePDPA
where there are inconsistencies.
2. | Section 5 — Personal Data We seek PDPC’s confirmation that any data arisegnfthe

provision of services such as,

servicerelated information e.g. account numbe
user ID, IP address etc.
assigns/allocate® its customers for the provision
services; and

derived data e.g. usage records etc., (collectiv
“Service Data”),

i)

i)

should not be deemed as “Personal Data”, and #hasild not
be subject to the access and correction provisioer the
PDPA. Service Data is part and parcel of servieipioning
and is meant for legitimate business purposes &
organisation e.g. billing etc. In the absence afeas to the
systems and databases of the organisation, Seata
generally cannot be related to an identifiable vitilial, and
would be of no meaning beyond the context of
organisation providing the services.

At most, Service Data should only be subject topiogection
and retention provisions under the PDPA.

I

that an organisation

of

11

y

th

the
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Section/Description

M1 Comment

Section 23 of the PDPA states that :

“An organisation shall make

reasonable effort to ensure that perso
data collected by or on behalf of ti
organisation is accurate and complets
if personal data:-

(@) Is likely to be used by th
organisation to make a decisiq
that affected the individual t
whom the personal data relate
or

(b) Is likely to be disclosed by th
organisation to anothe
organisation'.

Section 5.8 of the Guidelines furth
clarifies that organisations have

obligation in certain situations to make
reasonable effort to ensure that persg

data collected is accurate and complete.

We seek PDPC’s confirmation that where the persdatd
collected does not fall under Sections 23(a) or db)the
aPDPA, there is then no obligation for the orgamisatto
nakerify the accuracy and completeness of the datar.
nexample, personal data that is used for providingemvice
2dyould not ordinarily be considered to be used teaKkm a
decision that affected the individual” or “discldséy the
organisation to another organisation”, and thus,dbligation
eto verify the accuracy and completeness of persdata will
mot apply.

o
sNotwithstanding the above, where the organisasamider ar
obligation to verify the accuracy and completereddfie data,
ave would like to clarify that a confirmation in virng by the
rindividual that the data is accurate and completeyld be
sufficient to satisfy Section 23 of the PDPA.

er

an
a

nal

Section 5.15 of the Guidelines gives
example where personal data of a th
party is provided by an individual to 4
organisation and indicates that
consent of the third party may |
required.

drlease clarify whether consent from the third parivill be
ilkquired when a customer nominates third partidspaovides

heonsuming the services being offered e.g. to effijeg or
peliscounted rates for calls made by the customerth®
nominees.

Section 5.19 of the Guidelines states thdthere the customer is a corporation and the inftaomg

the PDPA does not apply to busing
contact information.

rqwovided by the corporation relates to personak daty.
employee information etc., would the PDPA then gpplthis
data? If so, is the corporation deemed to haveeruad to ang
deemed to have procured the consent of the indilgdior the
collection and use of the personal data?

Section 5.21 — Business Contact
Information

Business cards are commonly used for varied puspasd it
is not feasible to require organisations/agentsatoertain
whether it was provided for business or personap@ses.
Hence, for clarity, we recommend that all inforroation
business name cards be deemed as business ¢
information where the PDPA does not apply. Thisnidine
with the intent of business cards.
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Section/Description

M1 Comment

Section 6.7 — Example on Travel
Agency

We refer to MICA’s comments in Section 2.47 of f{
Proposed Personal Data Protection Bill dated 19 2042 as
follows:

“In the case of referrals by existing customers af
organisation...Given that the organisation would betable
to approach the referred individuals directly, trganisation
may ask the referrer to confirm that consent hahlggven by,
the referred individuals™.

However, we note that this does not seem to beredvas arj
exception in the Second, Thrid and Fourth Schedolethe
PDPA. Please clarify if organisations can adopt KK
comments in meeting the consent obligations unuePDPA.
If not, please clarify how organisations would leasonably
expected to obtain consent from the referred ioldigis. In
many cases, the referred individual (i.e. Jane) n@ywish to
be contacted by the organisation or inconvenienbgd
unnecessary administrative burden.

Please also clarify if this specific example coatdcould not
rely on any of the exceptions provided in the PDFAso,
please clarify what are the specific exception(silar the
specific Schedule(s) and explain why this excejfsipoan be
relied upon for this example.

Section 9.5 — Definition of a “reasonah
person”

“A reasonable person” is judged bas¢
on an objective standard and can be s
to be a person who exercises 1

appropriate care and judgment in thel) It may be helpful if the PDPC could provide so

particular circumstances.

I®lease clarify the following:
1) The objective standard PDPC has or will be using;
2) How would PDPC determine whether “appropriate ca
>d  was exercised?
aR) How would PDPC determine if an “appropriate judgin
he was made in a particular circumstance?

examples to illustrate the assessment of “reasenabs”
or a “reasonable person”.

re

ne
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No. Section/Description M1 Comment
9. | Section 10.2 (g) - The RetentipiVe seek guidance on what constitutes “retentiamisonger
Limitation Obligation necessary for legal or business purposes”.
Section 17.1 of the Guidelines sets plinder Sections 3.3.4(b) and (c) of Code, a customay
the retention limitation obligation. contest a bill or charge within one (1) year of t#é or
charge. Please confirm that retention of persdatd can be
Section 25 of the PDPA sets out thiémited to one (1) year.
Retention Limitation Obligation which
is that an organisation must cease| @therwise, please confirm if it should be left be wiscretion
retain documents containing personaf companies to interpret and formulate the appabgr
data, or remove the means by which fhetention period, taking into account the natured
personal data can be associated witlrcumstances of their business.
particular individuals as soon as it |is
reasonable to assume that:
i) the purpose for which the personal
data was collected is no longer
served by retention of the personal
data; and
i) the retention is no longer necessary
for legal or business purposes.
10. | Section 11.1 of the Guidelines sets jounder IDA Regulations, licensees are required tovige

the obligation under the PDPA to obtaidirectory services for all Level 6 subscribers.tAs requires

consent and further clarifies that t
requirement to obtain consent does

apply where collection, use or disclosyn® disclosing such information under the PDPA?

of an individual's personal data witho
consent is required or authorised un
the PDPA or any other written law.

hpersonal data of the Level 6 subscribers to bdadied, will
ntite licensees now be required to obtain customesest prior

ut
der
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No. Section/Description M1 Comment

11. | Section 11.4 of the Guidelines sets joBtease confirm that the following procedure willfifuthe
the requirement to notify the customer|afotification and consent obligation under the PDPA:
the purpose of the use of his/her data and
to obtain consent. (a) Organisations set out in the Personal Data Protecti

Policy a list of essential purposes (i.e. esseritinlthe
Section 13.5 of the Guidelines further provision of the service) and another list of op#b
sets out the possibility to notify the purposes (i.e. purposes that are not essentialther
individual through a data protection provision of the service such as marketing seryices
policy.
(b) When a customer signs up for services, the custemer
Section 13.10 of the Guidelines states consent to use of personal data for essentialcssrwould
that information about an organisation’s be indicated in the application/sign-up form antshe has
purposes may be stated in an agreement an option to tick a box to indicate consent touke of the
between the organisation and individual personal data for optional services where cleagresice
or may be stated in a separate data will be made to Personal Data Protection Policy;
protection notice provided to the
individual. (c) If the customer requests for a copy of the dataeption
policy at the point when he signs up for the s&wjove
then provide him with an opportunity to sight thatal
protection policy; and
(d) The data protection policy will also be made pubpli
available on our corporate website so that custerman
refer to it at any point in time.

12. | Section 11.38 of the Guidelines stgt€dease confirm if it would suffice to notify thedividual of
that once an organisation has receivedt®e consequences of withdrawal of consent by inidigahe
notice to withdraw consent, theconsequences via the organisation’s Personal Datadtion
organisation  should inform  thePolicy.
individual concerned of the likely
consequences of withdrawing his
consent.

13. | Section 11.48 — Example on Jeff M1 notes thawvauld be reasonably expected that Je

image would be captured by CCTVs in shopping m
installed for security reasons.
If Jeff subsequently enters a retail store to makmirchase
can we confirm that it would also be reasonablyeeigd that
Jeff's image would be captured by CCTVs in storestalled
for security reasons?

14. | Section 13.20(d) of the Guidelines staBease confirm if making known the third party origation to

that in considering how specific to behe individual is a requirement under the PDPAsdf doeg

when stating its purposes, organisati
may have regard to the following.....(
if the personal data will be disclosed
other organisations, how
organisations should be made known
the individual.

the

otisis requirement also apply to data intermediaries?
)
to

to
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No.

Section/Description

M1 Comment

15.

Section 13.23 of the Guidelines std
that in determining if personal data c
be used or disclosed for a particu
purpose without obtaining fresh conse
an organisation should determi
whether the purpose is within the scg
of the purposes for which the individu
concerned had  originally  besg
informed....

The section further goes on to give
example where Sarah agrees to the
using her personal data for purposes
sending greeting cards and reminders
her and hence her financial advisor P
could send an analytical report to her
not the company’s newsletter.

t&8hen indicating the purpose of the use of the petisdata to
lgphrase to cover ancillary purposes e.g.
npurposes which are ancillary or consequential ® dabove
neurposes™?

pe

al

2N

an
sPease also confirm that nothing in this rule poihkia listed
obmpany from sending Annual Reports to Shareholddrs
5 &me also customers of the company for compliandé tiie
adlompany’s Act.

but

16.

Section 14.9 of the Guidelines sets
the exceptions to the obligation
provide access and one of the excepti
is as follows:

“(g) a document related to a prosecuti
if all proceedings related to th
prosecution have not yet be
completed”

Section 14.18 of the Guidelines sets
the exceptions to the obligation
correct personal data and one of
exceptions is as follows:

“(e) a document related to a prosecuti
if all proceedings related to th
prosecution have not been completed’

obit both cases, please confirm that “prosecutiosd ahcludes
taivil litigation and arbitration proceedings.
ons

N

out
to
the

17.

Section 14.9(k)(i) of the Guidelines s
out another exception to the obligati
to provide access as follows:

“Any request that would unreasonah
interfere with the operations of th

organisation because of the repetitious

or systematic nature of the requests.”

pisppreciate  PDPC’s guidance on what would be
pprinciples/guide it would adopt to assess whetheequest
“unreasonably interfere with the operations of
organisation” or is “repetitious or systematic”.

ly
e

athe customer, is it possible to add at the endhefpurpose a

all

the

the
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No.

Section/Description

M1 Comment

18.

Section 14.11 sets out situatid

rsor situation (a) and (b), how do organisationsesssthe

specified under section 21(3) of thehysical or mental state of an individual?

PDPA where personal data must not
provided.

Some of the situations are as follows:

be

For situation (c), please confirm that we cannd¢ase call
records (which sets out details of customer callartd from
third party telephone numbers) to the customer asmauld
not have the consent of the third party to disclbg&her

“(a) threaten the safety or physical ortelephone number.

mental health of an
other than the individual who mag
the request;
(b) cause immediate or grave harm
the safety or the physical or men
health of the individual who mag
the request;

(©)

individual”

individual

reveal personal data about another

e

al
e

19.

Section 14.17 of the Guidelines st

t€or purposes of Section 22.5 of the PDPA, pleasdirco

that if an organisation is satisfied uppwhether it would suffice for us to keep a log retaf the

reasonable grounds that a correct
should not be made, then Section 22
of the PDPA requires the organisation
annotate the personal data in

possession or under its control indicat
the correction that was requested by
made. As

austomer’s request to correct and the company’'ssatfto
(Bdrrect.

to

its

ng

not

a good practice, the

organisation may also wish to annotate

the reasons why it has decided that
correction should not be made.

the

20.

Section 15.6 of the Guidelines clarifi
that an organisation is not required

eBoes “affects” in section 23(a) of the PDPA meaat ttnere
toust be “significant impact” on the individual?

check the accuracy and completeness of

an individual's personal data each 3
every time it makes a decision about
individual. However it would bg
prudent for an organisation to do so i
intends to make a decision that w
significantly impact the individual
concerned.

nd
the

)

it
ill
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No.

Section/Description

M1 Comment

21.

Section 15.8 of the Guidelines states
an organisation should also be m

tHaisome of the information comes from a third pahpw are
pree able to verify the accuracy and completenessthef

careful when collecting personal datpersonal data? Please provide examples.
about an individual from a source other

than the individual in question. Th

organisation may obtain confirmation

from the source of the personal data
the source had verified the accuracy
completeness of that personal data.

e

hat
nd

22.

Section 16.6 of the Guidelines sets
the description of “data intermediary”.

oBtease clarify if distributors i.e. chain shopsttatribute
services to customers will be considered “datarinégliaries”
for our organisation.

Please also confirm if share registrars of listehjganies wha
collate shareholders’ information for listed comiganare
considered data intermediaries of the listed compan

23.

Section 18.1 of the Guidelines sets
the Transfer Limitation Obligatio

oBtease confirm that for roaming partners oversaadong ag
nthe overseas roaming partner does not come int@ciowith

where under Section 26 of the PDRAgny data that can identify our Singapore custonteen
there is a limitation on the ability of thesection 26 of the PDPA does not apply.

organisation to transfer personal d
outside of Singapore.

ata

24.

Section 23.1 of the Guidelines states

thBle wordings seem to indicate that personal datieated

an organisation may use personal gdbafore the appointed day may be used but not disdl

collected before the appointed day
the purposes for which the personal d
was collected.

fdPlease confirm that if a corporation needs to d&selsuch pre
agxisting data for the provision of services to tistomer, this
would fall within the ambit of “use of data”.
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3.2. Proposed Advisory Guidelines on Selected Topics

Section/Description

M1 Comment

Section 6 — Example on John

“...Operator X could ask for othe
information such as John’s accou
number or date of birth to verify h
identity”.

The suggestion may compromise the protection/safeliiug
of John’s personal information as:
r 1) Any 3 party with a copy of John’s bill will have h
nt account number e.g. tenant staying in John'’s ftat e
s 2) Birth date is commonly known by many of Joh
contacts e.g. ex-colleagues etc.

Hence, operators should not be expected to usesttited
alternatives instead of NRIC as this would compeamihe
stringent standards put in place to safeguard ¢nsopal datd
of our customers.

3.3. Proposed Requlations on Personal Data ProtectiSmuppore

Section/Description

M1 Comment

Section 5.1 of the proposed regulati
states that an organisation is entitled
charge an individual who makes
access request a minimal fee to recg
the incremental costs directly related
the request for the time and effort sp
by the organisation in responding to {
access request.

pihis lieu of a “minimal fee”, should it not be a “igmable fee’
to take into account not just time and effort sgmritalso new
agystems that have to be implemented to cater tcth
veituations. Please also confirm that the costsrirdumay
timclude management time, costs of implementatiosystems
eand administrative costs.

he

suc

Section 9.1 a) (ii) proposed that minor

may exercise any right or power

conferred by the PDPA if the individual

is:

a) 18 years of age or older; or

b) Is less than 18 years of age I
above 14 years of age a
understands the nature of right
power and the consequences
exercising the right or power.

sPlease clarify how organisations should ascertdiethaer g
minor of less than 18 years of age but above l4syafaage
understands:

» the nature of right or power; and

» the consequences of exercising the right or power.

put

NGt may be helpful if the PDPC could provide somareples

Obr illustration purposes.
of

Part IV outlines how individuals may &
on behalf for others under the PDPA.

cFor corporate customers, we seek PDPC confirmai®rto
whether any consent given or deemed to have beem diy
the employees of the corporation include any cangieen or
deemed to have been given by its employer. In iaaditinder
what circumstances would the employer be conside®
validly acting on behalf of its employees?
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