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The Personal Data Protection Act (“PDPA") comprises various rules
governing the collection, use, disclosure and care of personal data,
including the following obligations:

CONSENT
Organisations may collect, use or disclose personal data

only with the individuals’ knowledge and consent (with
some exceptions).

ED NOTIFICATION

Organisations must inform the individuals of the purposes
of the collection, use or disclosure of their personal data.

Olel; APPROPRIATENESS
Organisations may collect, use or disclose personal data
only for purposes that are considered appropriate to a
reasonable person in the given circumstances.

"0~ ACCOUNTABILITY

) Organisations must make information about their personal
data protection policies available on request. They should
also make available the business contact information of
the representatives responsible for answering questions
relating to the organisations’ collection, use or disclosure
of personal data.

PURPOSE OF THE GUIDE

This Guide aims to illustrate good notification practices for
organisations to comply with the Notification Obligation under the
PDPA.

You are encouraged to read the Advisory Guidelines on Key Concepts
in the PDPA (“Key Concepts Guidelines”), in particular, the chapter
on Notification Obligation, as well as any other relevant guidelines
that the PDPC may issue from time to time.

All examples cited in the Guide are for illustrative purposes only. It
should not be assumed that following any of the examples in the
Guide would constitute compliance with the PDPA or other laws.
Organisations should evaluate their own requirements in light of
their obligations under the PDPA.
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WHAT IS A
NOTIFICATION?
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In this guide, a notification refers to the following:

e A notification informs individuals of the purposes for which an
organisation is collecting, using or disclosing their personal
data.

G A notification may also provide other information such as the
business contact information of the data protection officer or
a representative of the organisation who is responsible for
addressing queries regarding the organisation’s personal data
protection policies, processes for withdrawal of consent and
requests for access or correction of individuals’ personal data.

° The PDPA does not prescribe how organisations should inform
individuals of the purposes of collection, use or disclosure of
their personal data, or what must be included as part of the
notification. Organisations will need to determine the most
appropriate form of notification to meet their business needs.



O

WHAT TO CONSIDER
WHEN DEVELOPING
A NOTIFICATION®

' The list of considerations is not meant to be exhaustive. Please also refer to the respective chapters within the Key Concepts Guidelines for

more information on the personal data protection provisions.
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TYPE OF PERSONAL DATA

* |dentify who your organisation is collecting the personal data
from and tailor the notification to the intended audience.

* Provide information on the types of personal data that will be
collected, used or disclosed. Include information about how
such personal data will be collected.

NOTIFICATION AND PURPOSE
LIMITATION

* State clearly the purposes of the collection, use or disclosure
of personal data.

*  Explain whether and why the personal data collected is necessary
for your organisation to provide the product or service to
individuals.

*  Provide information on any third parties whom the
personal data may be disclosed to.

www.ABCcompany.com

ABC Company Home  About Services Contact

7/

Individuals are clearly
informed of the
purpose for which
Name: their personal data

If you would like to sign up to our mailing list to receive the
latest promotions, events or to enjoy birthday discounts,
please provide your details below.

Eat‘?IOfB'“h: is collected, used or
e disclosed before they
Please indicate your area(s) of interest (up to 3): provide it.

0 Interest #1
0 Interest #2
0 Interest #3
Submit

ABC Company Terms and Conditions

Your personal data will be used by XYZ Company to deliver the o

M "
goods you ordered and for all other valid business purposes, It is not clear what "other
M M "
in compliance with the law. valid business purposes

refer to.
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(e,
— * Asfaras possible, obtain consent from the individuals through
— positive actions by the individuals for the collection, use or
disclosure of their personal data.
- *  Provide information on how the individuals may withdraw consent
for the collection, use or disclosure of their personal data.
* Inform and explain any consequences if consent is withdrawn.
For example, where the personal data is necessary to provide
a service, a withdrawal of consent to use the data will result in
the termination of the service.
* Obtain clear and unambiguous consent in written or evidential

form in order to send telemarketing messages to Singapore
telephone numbers registered with the Do Not Call (“DNC")
Registry.

(]

)

www.ABCDE.com

Rt Protection Policy

ABCD E About | Categories of Products | Forum | Personal Data
ion '

This option offers

individuals a clear
choice whether to
agree or disagree/
proceed.

The use of our service is subject to our
terms and conditions.

Please read through the Terms and Conditions
before confirming the following:

| agree | disagree and do not wish to proceed.

Copyright 2019. All Rights Reserved. ABCDE Pte Ltd
Sitemap | Contact Us
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XYZ Company

SIGN UP AS OUR MEMBER ‘
TO ENJOY DISCOUNTS! Obtain consent from the
N individual through a positive
ame: . .
Mobi ] action, such as asking the
obile No.: C e . . .
R individual to tick his preferred
Address: mode of receiving marketing
messages.
Please tick if you wish to receive information
about promotions and offers by:
Phone
SMs /
Bl Clearly state how the individual
Mail may withdraw consent from

marketing by providing a link
or an email address for the
Signature and Date individual to opt out.

You can stop receiving such information

about promotions and offers in the future by

writing to DPO@xyz.com. You may refer to

our full personal data protection policy at
http://www.xyz.com/personal data protection policy.

XYZ Company
APPLICATION FOR XYZ CARD
Name:
Mobile No.:

Email:
Address:

Terms and Conditions
e Terms and conditions

e Terms and conditions

- Avoid using pre-ticked boxes to obtain
e Terms and conditions R
consent from an individual.

4 | hereby declare that all information
provided by me in this application is true.

4 | agree to the collection, use and

disclosure of my personal information for
all the purposes set out above.

Signature and Date
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L

ACCOUNTABILITY

* Provide information on how individuals can obtain more
information about the organisation’s personal data protection

policy.

* Provide information on how individuals may submit queries
regarding the organisation’s management of their personal data,
including the contact information of the organisation’s
representative responsible for addressing these queries.



<*+-O)

4= p

—_

HOW TO DEVELOP
A NOTIFICATION
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In developing a notification on the collection, use or disclosure of
personal data of individuals, organisations should consider the most
effective presentation format, such as layout, location of the
notification, and clarity of language used.

A notification can be embedded within a Personal Data Protection
Policy displayed prominently so that individuals can easily access it.

If there is a need to obtain fresh consent for new purposes or each
time a new purpose comes up, consider using dynamic approaches
to obtaining consent such as just-in-time notifications and data
protection dashboards. Refer to page 21 for more information.

LAYOUT

Layout refers to the manner in which the information is arranged.
When developing a notification, organisations may wish to take the
following actions:

e Highlight information that may be of particular concern to
individuals, such as purposes where personal data will be used
or situations where personal data will be disclosed to third
parties for specific purposes.

e Use headings, titles and sections for ease of reading, especially
when the notification is expected to convey a lot of information.

* Use a layered notice that lists the most important or basic
information more prominently. Doing this guides the individuals
to see vital information easily.

* Use a font size that is comfortable to the eye.

e Manage the overall length of the notification by being clear
and to the point.

* Use visual illustrations, if necessary, to emphasise or direct
readers to important information.



Examples of notification layouts

PERSONAL DATA PROTECTION POLICY

Terms and conditions, terms and conditions, terms and
conditions, terms and conditions, terms and conditions,
terms and conditions, terms and conditions.

Definition of terms used in the personal data protection golicy.
What types of personal data will be collected?

How will the personal data be used?

Who will the personal data be shared with?

How will the personal data be protected?

What should the individual do when he changes

his mind about what he had originally consented to?

R o

1. Definition of terms used in the personal data protection policy.

Definition of Term 1
Definition of Term 2

2. What types of personal data will be collected?
Terms and conditions on collection

3. How will the personal data be used?
Terms and conditions on usage

PERSONAL DATA PROTECTION POLICY

Terms and conditions, terms and conditions, terms and
conditions, terms and conditions, terms and conditions, terms
and conditions, terms and conditions, terms and conditions,
terms and conditions, terms and conditions, terms and
conditions, terms and conditions.

www.ABCcompany.com

Login | Sign Up

ABC COmpany Home  About Services My Profile

Notice: The information that you provide will assist us in
personalising and improving your customer experience using
our website. Please refer to our full Personal Data Protection
Policy here.

Name:
Email Address: -
Hobbies and Interests (you can tick more than one):

O Flower arrangements
O Cooking and bakery

GUIDE TO NOTIFICATION 15

Y

For web-based notices, the
use of hyperlinks provides an
overview and allows the reader
to directly access specific
content.

Headers are used for each
section of the notification for
clarity.

Text is arranged into neat
sections for ease of reading.

X

The absence of headers
or sections, and the large
amounts of text make the

notification difficult to read.

B i) ce sevine Personalised dashboards are used to
| would like to receive the following information via email from notify individuals that they can view

ABC company (optional) (you can tick more than one):
O News on ABC Company's latest programmes and activities

and modify how their personal data is

O Information on our latest product offers and discounts being co||ected, used or disclosed.

0O News and product offers from our partners and vendors
(*We will share your contact information with our partners and vendors)

Save
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LOCATION

When deciding where to place the notification, organisations should
consider the medium.

PAPER DOCUMENTS

e Individuals should be able to locate the notification and
corresponding terms and conditions easily.

e For instance, organisations can put the most important
information upfront or on the first page of the document.

COMPANY XYZ LIMOUSINE SERVICES

Booking Confirmation
1 x Rental of Car The notification clearly states
3 Hours $300 the purpose of recording and is

easily located.
In-vehicle recording

In-vehicle recording devices will be used
for security and safety purposes.

Signature and Date

WIN

$888 0
in cash
The lucky draw form provides
no information about the

when you purchase a minimum of

$30 worth of XYZ products! purposes for which the
personal data is collected, used
Name: or disclosed, or where such
Date of Birth: information can be found.
Gender:

Mobile Number:
Email Address:
Occupation:

A R AR A AAARALARARRRLELRDLNL
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WEBSITES AND MOBILE INTERFACES

e Check that the design of the notification is suitable for the
webpage or mobile interface.

e Ifthere are space constraints, consider putting the most important
information upfront and/or indicate hyperlinks to the various
sections within the full notification.

* The notification should be accessible with minimal swipes or
taps from the landing page.

/|

B The alert to the notification in the
ABC Company fome fhen S Conad personal data protection policy is
in the form of a pop-up box and
Member Signin Required! located prominently on the website

Please click here to read

our personal data protection policy for readers to access.

before proceeding.

¢ www.ABCcompany.com

«»  www.ABCcompany.com
ABC Company Home  About  yPfle Fasorl DaaProtacion Pl ‘
. The notification is in the form of a
Notice: If you would like to push notification immediately before
share your email with us for .
e G EUITEERES, the disclosure of personal data.

Please click here

¢» www.ABCDE.com ‘

ABCDE About | Categories of Products | Forum | Personal Data Protection Policy

The personal data protection policy
is presented on the landing page of
the website.

Copyright 2019. All Rights Reserved. ABCDE Pte Ltd
itemap | Contact Us

—Te —
ABCMobile 4G so% ) ABCMobile 4G s0% M) '
ABC Company PERSONAL DATA

We strive to br

PROTECTION POLICY H H H
you he st nd re- OTECTION FOLIC The link to the notification
s The Personal Data Protection Policy is applicable H

to all the information that is collected by Is easy to locate from the

ABC Company, its subsidiaries and affiliates .

NEW - Bggert onfne sl you (el endeslen s ATe) landing page.

@Y  connot miss > more info 1. What type of personal information is
collected from you?

@ LATEST - Back by popular demand. > a. Terms and conditions
C merchandise > more info b. d diti H
"~ * PR e e Formatting enables the user
d. Terms and conditions .
MEMBER LOG-IN REQUIRED e. Terms and conditions to easi |y scroll to read the
2. What is the personal information t.f. t.
##Advertisement## used for? notrmcaton.

a. Terms and conditions
b. Terms and conditions

UPDATES = '_rrerms andd conjl.tl.ons
Items sold out this week!!! . Terms and conditions
e. Terms and conditions

(D D)
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PHYSICAL DISPLAYS

* Notice should be prominently displayed prior to and during the
collection, use and disclosure of personal data.

* Notification should clearly state the purpose for collection, use

and disclosure of personal data.

e |fanorganisation is required to collect certain types of personal
data because of legislative requirements, this requirement should

be clearly stated.

Physical display at a
registration desk at a
corporate event

Photographs and
videos may be taken
for news and
publicity purposes

a Physical display at a registration desk in a hospital )

Names and NRIC numbers
may be collected for
identification and verification
purposes, in accordance

with requirements under the
Private Hospitals and
Medical Clinics Regulations.

Physical display on the window of the
passenger door, and inside the transport
vehicle for hire

7

The noatification is presented
in a conspicuous manner
before the personal data is
collected.

The purpose is clearly stated.

/

The collection of specific
personal data as a
requirement to comply with
legislative requirements is
clearly stated.

4

The notification is displayed on
the window of the passenger
door such that individuals are
aware before they board the
transport vehicle for hire, as well
as inside the vehicle, such as on
the back of the headrests facing
the passenger seats.
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PHYSICAL DISPLAY TO NOTIFY ON CCTV SURVEILLANCE

THESE PREMISES ARE
NDER

U
CCfv &
SURVEILLANCE

FOR PURPOSES OF CRIME
PREVENTION AND SAFETY.

24 HR
VIDEO

SURVEILLANCE

All activities will be recorded to aid in
prosecution of crimes committed within
this facility

The purpose of CCTV usage is clearly
stated.

AUDIO RECORDING INSIDE A TRANSPORT VEHICLE FOR HIRE

The notification on the
audio recording is clearly
communicated to the
passenger.



LANGUAGE

Organisations should take note of the following when developing
language in notifications:

Use simple language.

Keep notifications simple and easy to understand.

Consider if any details are unnecessary and may be excluded.

Information should not be misleading.

Understand the demographics of the intended audience and
tailor the notifications to suit the audience profile. For example,
use simple language if the service is targeted at children or youth.

Be as clear, brief and direct as possible.

Examples of notification language

www.ABCcompany.com

ABC Company .

PERSONAL DATA PROTECTION STATEMENT

Our personal date protection statement outlines
our policy and responsibilities on the collection,
use or disclosure of your personal information.

Collection and use of personal information

ABC Company collects personal information such

as your name, contact number, email address and
payment information for purposes of [please list
purposes here].

When you subscribe to ABC Company’s mailing list for
upcoming events or special promotions, we will ask for
your name and email address.

If you no longer wish to receive promotional materials
from ABC Company, you may unsubscribe from our
mailing list by emailing us at email@abccompany.com,
and no further information will be sent to your email
address.

Other terms and conditions.

Copyright 2019. All Rights Reserved.

PERSONAL DATA PROTECTION POLICY

ABC Company is a company incorporated in Singapore and a
member of ABC Group (“The Group”). The Group also includes
123 Limited and 456 Limited and associated companies from
time to time. By signing here, you agree to allow the Group

to use and process, by any medium, the information given

by you which may be acquired throughout the process of this
application and via any evidence you submitted in support of
this application in order to determine if this application will be
approved or rejected.

You agree that in addition to the mode and manner in which the
Group may send you notices and communications under the
Terms, the Group may send notices and communications as we
deem appropriate for the processing of this application to you
at your last known address, facsimile and/or telephone/mobile
number or electronic mail address in our records (as the case
may be).

Your personal information will be processed by us in accordance
with the XXX Act 2001 and other applicable laws including the
YYY Act 1998 and other relevant regulations that may apply
from time to time.

Y

Simple language is used when
explaining the purpose for which
personal data will be collected, used
or disclosed.

X

Long sentences are used,
which might take readers
longer or make it harder for
them to understand.
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JUST-IN-TIME NOTIFICATIONS AND
DYNAMIC CONSENT?

e Consider providing just-in-time notifications, where the necessary
information is provided to individuals just before data processing
takes place. This is particularly useful for more sensitive types
of data such as health-related data.

* |dentify the various touch points with customers. For each of
these touch points, provide contextualised and relevant
information about the data processing such that consent
obtained is meaningful.

* Give individuals granular choices, where possible, rather than
a single, all-or-nothing choice.

*  Where appropriate, consider informing individuals through
physical interactions (e.g. customer interacting with a bank teller).

Examples of just-in-time notifications and dynamic consent

Tell us more

1,124,021 People
in Singapore

Let us get to know you in
order to customize how you
benefit from AYR.

®

»

about you

Select any condition(s) you might have

Avrthritis
Diabetes
Cirrhosis
Heart Disease
Stroke

Raspiratory Infection

)

Let's help you
stay healthy

Connect your health tracker so we can
help you stay in good shape

Use a factual, step-by-step process to show how personal
data will be processed.

4 Provide bite-sized and meaningful information to give context.

2 Examples in this section adapted from www.ttclabs.net/event/singapore



Examples of just-in-time notifications and dynamic consent

Use the slider below to see how
our personal data helps to

improve your experience.

You can opt out at any time.

L

i

Sy

Hoteg,

o,

£y ]
i §°

You are here

This timing is usually high volume in
Stamford Road. Order now for delivery
within 30 minutes.

O @ ®
Location Order Marketing
NO, THANKS | AGREE

O

»

Use the slider below to see how
our personal data helps to
improve your experience.

You can opt out at any time.

Pizza is popular at lunchtime.

e o—
Location Order Marketing
NO, THANKS | AGREE

O

»

Use the slider below to see how
our personal data helps to
Improve your experience.

You can opt out at any time.

‘0 : 7
A
o i
CR ge;
You are here
Aty

Share your data and receive offers and
discounts.

[ ® O
Location Order Marketing
NO, THANKS | AGREE

O

Use a slider interface to guide users through the types of

information that are requested by the app.

provided.

More detailed information on the benefits can also be
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Location o

This includes public places you've been to,

how much time do you spent on them, etc. O
MORE -

n Give granular choices for
Contacts individuals to make meaningful
As a soical network, we use your contact info ..
to help you and the rest of the community. deC|S|OnS.
MORE =g A

Carmera Ej

We need access to the device camera if you
want to share photos or videos.




#SGDIGITAL

Singapore Digital (SG:D) gives Singapore’s digitalisation
efforts a face, identifying our digital programmes and
initiatives with one set of visuals, and speaking to our
local and international audiences in the same language.

The SG:D logo is made up of rounded fonts that evolve
from the expressive dot that is red. SG stands for
Singapore and :D refers to our digital economy. The :D
smiley face icon also signifies the optimism of Singaporeans
moving into a digital economy. As we progress into the
digital economy, it's all about the people - empathy and
assurance will be at the heart of all that we do.

BROUGHT TO YOU BY
PERSONAL DATA
) c ) C PROTECTION COMMISSION
SINGAPORE

Copyright 2019 — Personal Data Protection Commission Singapore (PDPC).

This publication provides general good practice tips relating to notifications, with a
focus on the personal data protection law in Singapore. The contents herein are not
intended to be an authoritative statement of the law or a substitute for legal advice.
The PDPC and its respective members, officers, and employees shall not be responsible
for any inaccuracy, error or omission in this publication or liable for any damage or

loss of any kind as a result of any use of or reliance on this publication.

The contents of this publication are protected by copyright, trademark or other forms
of proprietary rights and may not be reproduced, republished or transmitted in any

form or by any means, in whole or in part, without written permission.



