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PART I: INTRODUCTION
1 Introduction

1.1 The Personal Data Protection Act 2012 (the “PDPA”) establishes a general
data protection law in Singapore which governs the collection, use and
disclosure of individuals’ personal data by organisations. The Personal Data
Protection Commission (the “Commission”) is established under the PDPA
with the key functions, amongst others, of promoting awareness of data
protection in Singapore and administering and enforcing the PDPA.

1.2 These Guidelines should be read in conjunction with the document titled
“Introduction to the Guidelines” and are subject to the disclaimers set out
therein.

1.3 It should be noted that the examples in these Guidelines serve to illustrate
particular aspects of the PDPA, and are not meant to exhaustively address
every obligation in the PDPA that would apply in that scenario.

*Available at http://www.pdpc.gov.sg/resources/advisory-guidelines.
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PART II: SELECTED TOPICS

2

2.1

2.2

2.3

Photography

Photography is an increasingly ubiquitous activity. Not all photographs may
capture personal data, but some clearly do. While the Commission does not
expect that the PDPA will greatly affect existing practices with regard to
photography, the Commission considers it useful to provide guidance on
certain applications of the Data Protection Provisions in the PDPA to
photography. Accordingly, the following sections and examples outline certain
concepts and the application of some of the Data Protection Provisions in the
PDPA to photography. It should be noted that the scenarios provided address
particular aspects of the PDPA, and are not meant to exhaustively address
every obligation in the PDPA that would apply in that scenario.

Does a photographer need to obtain an individual's consent to take a
photograph of the individual?

An image of an identifiable individual captured in a photograph is personal
data about that individual. Among other obligations, the Data Protection
Provisions require consent from the individual to be obtained for the purposes
of the collection, use or disclosure of his personal data. Exceptions to this
Consent Obligation may apply depending on the circumstances, for example
where the photographer is acting in his personal or domestic capacity (such
as an individual taking photographs for his own personal purposes at a
gathering for family and friends).

A professional photographer who takes a photograph of an identifiable
individual in the course of his business will be required to obtain consent
unless he is taking the photograph on behalf and for the purposes of another
organisation pursuant to a contract in writing. In such a situation, the other
organisation will be required to comply with the Data Protection Provisions.
Similarly, if the photographer is an employee acting in the course of his
employment with an organisation, he will not be required to comply with the
Data Protection Provisions and instead his employer will be required to
comply?. In this regard, it would be advisable for employers to put in place
systems and processes to prevent employees from engaging in conduct that
could cause the organisation to breach the Data Protection Provisions.

2 Section 53(1) of the PDPA provides that any act done or conduct engaged in by a person in the
course of his employment shall be treated as done or engaged in by his employer as well as by him,
whether or not it was done or engaged in with the employer’s knowledge or approval. In reality,
whether the individual is acting in the course of employment may not always be clear and may require
a highly factual inquiry.
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2.4

Example: Photo-taking by an individual acting in a personal or
domestic capacity

Diana, an employee of Organisation XYZ, attends Organisation XYZ'’s
corporate social responsibility event. At the event, she meets her friend
Dawn. During a break in the programme, they have a personal chat and
catch up on each other’s personal lives. During the chat, Diana takes a
photograph of the two of them to update her friends of the encounter via
social media. Diana then uploads the photograph and displays it on her
personal social media page.

In this instance, Diana would likely be considered to be an individual acting
in a personal or domestic capacity, and would not be required to comply with
the Data Protection Provisions in respect of the photo-taking and
subsequent disclosure of the photograph via her social media account.

2.5

Example: Photo-taking by an individual acting as an employee

Eric, another employee of Organisation XYZ, is tasked by the management
of Organisation XYZ to take photographs at the corporate social
responsibility event and publish them on Organisation XYZ’'s webpage. In
this instance, as Eric is an employee acting in the course of his employment
with Organisation XYZ where he takes photographs for his assigned
purpose, he would not be required to comply with the Data Protection
Provisions. Organisation XYZ would be required to comply with the Data
Protection Provisions instead, although Organisation XYZ may, as a
practical measure, assign Eric to ensure its compliance with certain
obligations, such as obtaining consent from the individuals that Eric takes
photographs of.

2.6

Does a photographer need to obtain an individual's consent to take a
photograph of the individual in a public place?

The PDPA sets out various exceptions to the Consent Obligation. An
organisation may wish to evaluate whether any exception applies in respect of
its particular circumstances. In particular, there is an exception for the
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2.7

2.8

2.9

collection, use and disclosure of personal data that is publicly available®. For
example, when the individual appears at an event or location that is open to
the public, taking a photograph of the individual would likely be collection of
personal data that is publicly available for which consent is not required. In
this regard, the Commission has set out that a location or event would be
considered “open to the public” if members of the public can enter or access
the location with few or no restrictions, and generally a location would less
likely be considered “open to the public” if there are more restrictions to
access. Further, there can be private spaces within public spaces, and a
location is not open to the public merely because members of the public may
look into the premises or location. Please refer to the Key Concepts
Guidelines for a more detailed discussion on this exception.

How may an individual's consent be obtained for photo-taking at a private
event/space?

The Data Protection Provisions do not prescribe the ways in which consent
may be obtained for photo-taking. As set out in the Key Concepts Guidelines,
consent can be obtained in various ways. Generally, as a good practice, an
organisation should obtain consent that is in writing or recorded in a manner
that is accessible for future reference, for example, if the organisation is
required to prove that it had obtained consent.

In addition, organisations may wish to note that consent may be deemed to
have been given by an individual in situations where the individual voluntarily
provides his personal data to an organisation for a purpose, and it is
reasonable that he would voluntarily provide the data. In the context of photo-
taking, deemed consent may potentially apply where the individual voluntarily
permits a photograph to be taken of him.

Please refer to the Key Concepts Guidelines for further elaboration on the
Consent Obligation.

2.10

Example: Deemed consent for photo-taking at private function

Organisation ABC holds a private function for a select group of invited
clients and wishes to take photographs of attendees for its internal
newsletter. If Organisation ABC intends to rely on deemed consent,
measures that Organisation ABC may take to better ensure that the
attendees are aware of (and accordingly, more likely to be deemed to have

® Under the PDPA, “publicly available”, in relation to personal data about an individual, means
personal data that is generally available to the public, and includes personal data which can be
observed by reasonably expected means at a location or an event (a) at which the individual appears;
and (b) that is open to the public.
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consented to) the purpose for which their photographs are collected, used
and disclosed, could include:

a) Clearly stating in its invitation to clients that photographs of attendees
will be taken at the function for publication in its internal newsletter; or

b) Putting up an obvious notice at the reception or entrance of the
function venue to inform attendees that photographs will be taken at
the event for publication in its internal newsletter.

2.11

Example: Posing for photo-taking

Kevin attends Organisation ABC'’s private function. During the function,
Organisation ABC’s photographer informs Kevin that she is taking
photographs for publication in Organisation ABC’s internal newsletter, and
asks Kevin to pose for his photograph to be taken. By voluntarily posing for
his photograph to be taken, Kevin would be deemed to have given consent
for the photograph to be collected, used or disclosed for the stated purpose.

2.12

2.13

Is a photographer required to obtain consent from individuals in the
background when a photograph is taken?

As noted above, consent will generally be required for taking a photograph of
an identifiable individual although consent may be deemed to have been
given, or an exception may apply, depending on the circumstances. This is
true as well for identifiable individuals who are in the background when a
photograph is taken. It should also be noted that where an individual in the
background is not identifiable from the photograph, the photograph will not
constitute personal data of that individual.

Do professional photographers* need to sign contracts with the event
organiser before they can provide photography services at an event?

The PDPA does not prescribe the contractual arrangements that
organisations may wish to enter into in order to ensure that they comply with
their obligations under the PDPA. Where they do enter into such a contract,
the PDPA provides that the performance of a contractual obligation shall not
be an excuse for contravening the PDPA>.

* The term “professional photographer” in this section encompasses self-employed individuals as well
as organisations that provide professional photography services.

® Section 4(6)(a) of the PDPA.
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2.14 The Act does not require a professional photographer to enter into a contract
with an event organiser. However, it would be a good practice for the parties
to enter into a contract. Generally, if a professional photographer is engaged
by an organisation to take photographs of identifiable individuals and wishes
to be considered a data intermediary processing personal data on behalf of
and for the purposes of the organisation pursuant to a contract that is
evidenced or made in writing®, the photographer should enter into such a
contract, which may set out (among other things) each party’s responsibilities
and liabilities, including whether the photographer is to process personal data
on behalf of and for the purposes of the organisation that engaged him. The
organisation on whose behalf the photographer is taking the photographs may
also wish to provide in a contract for what the photographer should do in order
to ensure that the organisation does not contravene its obligations under the
PDPA.

2.15 Where the photographer is not a data intermediary processing personal data
on behalf of and for the purposes of the organisation pursuant to a contract
that is evidenced or made in writing, he would be subject to the obligations
under the Data Protection Provisions, unless any relevant exception applies.
For example, the photographer would be required to obtain consent on or
before taking a photograph of an identifiable individual, unless an exception to
the Consent Obligation applies.

2.16 | Example: Whether a professional photographer is a data intermediary
processing personal data on behalf of and for the purpose of another
organisation pursuant to contract evidenced or made in writing

Abel, a freelance photographer, is hired by Organisation ABC to be its
photographer at its private function. Abel and Organisation ABC sign a
contract that clearly states (among other things) that Abel will be taking
photographs at the function on behalf of and for the purposes of
Organisation ABC, and that Organisation ABC will obtain consent from the
attendees. In such an instance, Abel will be considered a data intermediary
processing personal data on behalf of and for the purposes of another
organisation pursuant to a contract that is evidenced or made in writing, and
Abel need not obtain consent from the individuals he takes photographs of
at the event.

After the function, Abel selects some of the photographs and publishes them
on his webpage to promote his work. Abel will not be considered a data

® In such instances, the professional photographer would only be required to comply with the
Protection Obligation and Retention Limitation Obligation, and would not be required to comply with
the remaining obligations under the Data Protection Provisions (including the Consent Obligation).



ADVISORY GUIDELINES ON THE PDPA FOR SELECTED TOPICS

intermediary processing personal data on behalf of and for the purposes of
another organisation pursuant to a contract that is evidenced or made in
writing in relation to such publication, and will be required to comply with the
Data Protection Provisions, including obtaining consent from the individuals
in the photographs in order to use or disclose the photographs for this
purpose.

2.17

2.18

2.19

2.20

Does the exception for collection of personal data “solely for artistic or literary
purposes” apply to the taking of individuals’ photographs?

In accordance with paragraph 1(g) of the Second Schedule, an organisation is
permitted to collect personal data about an individual without the individual’s
consent if the personal data is collected solely for artistic or literary purposes”.
Such collected data may also be used or disclosed for purposes consistent
with the purpose of collection.

The terms “artistic” and “literary” are not specifically defined in the PDPA. The
Commission is of the view that it would likely be in line with the purpose of the
PDPA for these terms to take their ordinary meanings. However, the
Commission notes that the parameters as to what would constitute “artistic”
purposes may be strongly subjective. Accordingly, while organisations taking
photographs solely for artistic or literary purposes may rely on the exception,
where it is feasible for organisations to obtain the individual's consent before
taking a photograph of the individual or where it is uncertain that an
organisation’s purpose would be considered solely “artistic” or “literary”, the
Commission would advise organisations to do so as a best practice.

Can individuals withdraw consent for the publication of photographs, or
request under the PDPA for the removal of photographs that have been

published?

The PDPA provides that individuals may at any time withdraw any consent
given or deemed to have been given under the PDPA for the collection, use or
disclosure of their personal data for any purpose by an organisation by giving
reasonable notice to the organisation’. An organisation that receives notice of
the withdrawal of consent must (among other things) cease, and cause its
data intermediaries and agents to cease, to collect, use or disclose the
photographs, as the case may be (unless an exception applies).

Where an organisation has already collected the personal data, the
withdrawal of consent will only apply to its continued use or future disclosure.

" Please refer to the sections in the Key Concepts Guidelines relating to withdrawal of consent for
more details.
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2.21

2.22

However, this does not affect an organisation’s collection, use and disclosure
of personal data without consent where this is required or authorised under
the PDPA or other written law. In such cases, organisations may decide to
consider refraining from any future collection, use or disclosure of the
personal data as a matter of discretion.

Where photographs of an identifiable individual have been taken (for example,
where a photograph is used for marketing purposes) but have yet to be
published in a publicly available manner, the individual may withdraw consent
for the collection, use or disclosure of the photographs in accordance with the
PDPA. The withdrawal of consent would affect all continued use and future
disclosure.®

The PDPA does not provide a right for individuals to request that an
organisation ceases to retain their personal data per se. Thus, an
organisation which receives a notice of withdrawal of consent for publication
of a photograph is not necessarily required to delete that photograph from all
its records and documents, and may retain personal data in accordance with
the Retention Limitation Obligation (e.g. where retention is necessary for legal
or business purposes). However, where the organisation’s activities involving
the personal data are in breach of the Data Protection Provisions, the
organisation may be directed by the Commission to (among other things)
cease retaining such personal data.

2.23

Example: Withdrawal of consent for publication in annual report

Organisation ABC publishes a photograph of a client, Mr Y, in its annual
report distributed to shareholders and clients. Mr Y subsequently withdraws
his consent to the publication of the photograph. Organisation ABC is
required under the PDPA to cease future publication of the photograph,
unless such disclosure without Mr Y’s consent is required or authorised
under the PDPA or other written law, for example, if the photograph is
already publicly available. However, it is not required to recall copies of its
annual report, which had been circulated prior to the withdrawal, so as to
remove the photograph. It may also be able to continue to retain the
photograph subject to the Retention Limitation Obligation.

& When the personal data is publicly available, the organisation may wish to cease use or disclosure
as a good practice.

10
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2.24

Example: Collection in breach of Data Protection Provisions

Jessie informs Organisation XYZ that it had collected her personal data
without her consent by taking an identifiable photograph of her, and asks it
to destroy the photograph. Organisation XYZ determines that its collection
(and any subsequent use or disclosure) of Jessie’s personal data may have
been in breach of the Data Protection Provisions. In this case, Organisation
XYZ should cease any further use or disclosure of Jessie’s personal data.
Where continued retention of Jessie’s personal data constitutes a breach of
the Data Protection Provisions®, Organisation XYZ should also cease such
retention.*®

2.25

Does the PDPA affect the copyright in a photograph?

The Data Protection Provisions do not affect any right or obligation by or
under other laws, including the Copyright Act. Hence, the PDPA does not
affect when copyright subsists in a work or the rights of a person who owns
copyright under the Copyright Act. Nevertheless, organisations must comply
with the Data Protection Provisions when collecting, using or disclosing
personal data in such a work. For example, an organisation that seeks to take
a photograph of an individual would need to comply with the Consent
Obligation, unless an exception under the PDPA applies (as discussed
above).

END OF DOCUMENT

® The Retention Limitation Obligation requires an organisation to cease to retain its documents
containing personal data, or remove the means by the which the personal data can be associated
with particular individuals, as soon as it is reasonable to assume that (a) the purpose for which the
personal data was collected is no longer being served by the retention; and retention is no longer
necessary for legal or business purposes.

% To be clear, Organisation XYZ's ceasing to retain Jessie’s personal data does not necessarily
absolve Organisation XYZ of any breach of the Data Protection Provisions, nor preclude the
Commission from taking action against Organisation XYZ if the Commission determines that
Organisation XYZ had indeed breached the Data Protection Provisions.
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